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Generalized net model for creating virtual private net-
work using point-to-point protocol over secure shell2
for building passwordless vpn connection
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Abstract

Constructing virtual tunnel is a logical connection between two end
points in which is supported authentication and crypting the data from
one point to another. Tunneling is a term used for description of the cap-
sulation which is the process of routing and decapsulation of the pack-
ages. It is developed generalized net model reflecting the work of build-
ing and transmitting confidential information between a vpn client and
vpn server by RSA cryptic tunnel.

Keywords: cryptography, generalized nets, point-to-point potocol, ssh2,
virtual private network.

1 Introduction

In VPN is constructed a tunnel through a public net Internet. Data is sent
through the public net in a way, which recreates connection of type ,,from point
to point” - Point-to-Point (PPP). This is achieved by enclosing in capsules of
data and in that way is created logical independent net from the location of the
end points, in which is supported authentication. Data is crypted — they remain
private — this is of the important significance to be well protected otherwise
everyone can catch them in any time of the transferring through the public In-
ternet network between delivering and accepting end point of the tunnel. VPN
allows to be created a logical network, which is independent from the location
of the personnel or clients and gives a possibility for establishment of direct
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physical connection. At the article is introduced a model describing the
processes of transmitting confidential information. About its development are
used Generalized nets [1, 3]. They have powerful apparatus for modeling and
analyzing such parallel flowing in time real processes.

VPN networks are used to ensure distant access to the mobile personnel, to
ensure extranet network with access to its clients or to ensure the connection
between two offices in different locations. VPN is secured tunnel using Internet
for connection between two nets and transferring data between them [9].

Enclosing in capsules is hiding of the original package into a new package,
which is used to be done the routing through the tunnel i.e. in the header of the
new package is assigned the address of the end point of the tunnel, in the header
of the original package is the address of the last location, which remains crypted
until its arriving at the end point.

VPN allows to the local nets placed on different locations to be physically con-
nected to the network of the organization through VPN server.

The developed GN-model at the current article could be used independently
or like additional module to others GN-models introducing the work of systems
in which are transmit confidential data [2, 7, 8, 6], describing different
processes in Internet.

2 VPN work

- The mobile user dials a local Internet Server Provider (ISP) supplier
and enters in by the user account and password to construct Internet
connection but if the client uses hired or fixed Internet connection
BpB3Ka, this is not necessary.

- After locating the Internet connection, the client sends for the server for
distant access configurated to accept VPN connections using IP address
of the distant server.

- The user has to authenticate itself in the private net to receive authoriza-
tion — definite access and rights. Authentication of the user — checking
identity of the VPN client, limiting the VPN access only to the autho-
rized users.

- Addresses control — appointing VPN clients on address in Intranet and
to secure used in Internet addresses to be preserved like private.

- Data crypting — data have to be transferred like crypted through Inter-
net.
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- Key control — generating and renovating of decrypting keys about the
crypted data [9, 4].

PPP — is a protocol for communication between two computers using serial
interface typical for the personal computers connections by the phone line to
a server. PPP connection is secured on second layer of the OSI model. The pro-
tocol PPP includes in itself authentications by the help of Password Authentica-
tion Protocol (PAP) — authentication of the password and Challenge Handshake
Authentication Protocol (CHAP) — protocol about authentication by using coor-
dination of the both end points [5, 4].

SSH — is Unix based control interface and protocol for receiving certain
access of distant computer. This technology is wide used by the net administra-
tors for web distant control. SSH actually has several uses: slogin, ssh, u scp.
SSH commands are crypted and they are secured several times. The both points
of client-server connection are authentic, they use digital certificate and the
passwords are secured. SSH uses RSA crypting algorithm for the both connec-
tions and authentications. The others crypting algorithms, which can be used
are: DES, Blowfish, IDEA [4].

All definitions related to the concept “GN” are taken from [1]. The GN, de-
scribing the work of the SSL, is shown on Figure.1.

Initially the following tokens enter the generalized net:

- inplace S.s - a~token with characteristic:

xg =“‘user name, user password, crypted data, VPN username, SSH

public key client, SSH private key client, IP address vpn server”;
- inplace S¢,mp — f-token with characteristic:

xg = “version of SSH2, PPP”;
- stay in place S4> y~token with characteristic
xg = “user name, user passwords”;
- stay in place Sy; o-token with characteristic
xJ = “IP address vpn server”;
- stay in place S4; &-token with characteristic
x; = “VPN username, SSH public key client, SSH public server
key, SSH private server key”.
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Figurel: GN model for creating virtual private network using
point-to-point protocol over secure shell2

The generalized nets is introduced by the set of transitions:

A= {7\, 2,y,75 Z4, Zs, Zs}, where the transitions describe the following
processes:

Z, = “Tasks maked of the client”,

7, = “Tasks maked of Internet Server Provider”,

75 = “Tasks maked of the LAN server”,

Z4= “Tasks maked of the VPN server”,

Zs = “Crypting connection from the client”,

Z¢= “Crypting connection from server”.

296



The transitions with the following description:
Zy=<{Scd> Scomps 322, S24, Ss3, Sa1}, {S11, S12, S13, S14, Sar}, Ri, V (A (Scds Scomp)s
S22, Sas, Ss3, Sar) >
Sll S12 S13 Sl4 SAI
S, | false false false false true
S false false false false true
R =S, | false false false false true
S,, | false false false false true
Sy, | false false false false true
Sa |\ Wanw Wae Wans Wy true

where:

Wai, 1= “It is impossible to establish the connection”,

Wai, 12=“There is a request for establishing the connection to ISP”,

Wai, 13=“There is an answer from the VPN server for the establishing the VPN
tunnel”,

Wai,14= “Send crypted data”.

The token xf; that enters in place S;, obtain characteristic

a’

_n a a \n
'xcu - <pr1x0 ’pr2x0> .

The o and p-token are united and enters in place S;3 with characteristic

a

" _n a a a ¥ii B \n
Xew = <pr4x0 s PVsXg s PraXg , PriXg , ProXx > .

The token xf; that enters in place S;4 obtain characteristic

"
a '

_n a a \1
Xeaw = <pr3x0 ,pr7x0> :

ZZ = <{8123 Sl3) S347 S36) SSZ; SA2}7 {SZI, 8227 S233 SZ4) S253 826) SA2}7 RZ) Vv (SIZ)
S13, S34, S36, Ss2, Saz2)>
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S S Shs Sy Sis S S
S\, | false false false false false false true
S | false false  false false false false true

R, =S8, | false false false false false false true
S
S
S

w | false  false  false  false false false true
s, | false  false  false  false false false true
42 WA2,21 W rm WA2,23 W 1224 WA2,25 WA2,26 frue

where:

Waz,21=“It is impossible to establish the connection”,

Waz, 22=“The username and password are correct”,

Waz, 23 = “Send information by VPN username, SSH public client key, PPP”,
Wz, 24= “The response of the server for correct data for establishing the VPN
tunnel”,

Waz,25=“Send crypted data”,

Wz, 26= “The response of the server for receive data”.

The token X, that enters in place S,, obtain characteristic

x? = “Acknowledge for correct data”.

cu

The o and B-token are united and enters in place S,; with characteristic

xi =" (prox, prox, proxs, proxl, prax{ )
The token xcau that enters in place S,4 obtain characteristic

x? = “Acknowledge for correct data”.

cu

The token x_ , xcﬁu that enters in place S,s obtain characteristic
xo =" proxg, proxg Y
The token xf; that enters in place S, obtain characteristic

9"

X, = “Acknowledge for receive data”.

Z3=<{S13, S5, S42, S43, Se2, Saz}, {S31, S32, S33, S34, S35, S36, Saz}, Rs, v (Sas,
Sas, Saz, Suz, Se2, Saz)>
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S31 S32 S33 534 S35 536 SA3

S, | false false false false false false true
S,s | false false false false false false true
R, =S8, | false false false false false false true
S, | false  false  false  false false false true
S, | false false  false  false false false true
S\ Wast Wi Wiss Wiae Wiss Wisse true
where:

Was, 31 = “It is impossible to establish the connection”,

Was, 32=“Sending information for establishing the VPN tunnel”,

Was, 33 = “Sending information by permission access®,

Was, 34= “Sending information by permission for establishing the VPN tunnel”,
Was,35= “Sending crypted data for server”,

Was, 36= “Sending crypted data for client”.

The a and B-token are united and enters in place S;, with characteristic

Xg =" <pr4x0a , PrsXg , proXg, prlxoﬂ, przxég >" .
The token xf; that enters in place S;; obtain characteristic

o" . .
x ., =“Acknowledge for receive data”.

cu

The token x_, that enters in place Ss4 obtain characteristic

P . i
X = “Acknowledge for receive data”.

cu

The token xf; that enters in place S;s obtain characteristic

"
a

xcu ="<pr3xg,pr7xg >”'
The token xf; that enters in place Ss¢ obtain characteristic

x_. = “Acknowledge for receive data”.

Z4=<{S32, S33, S35, Saa}, {Sa1, Sz, Sa3, Sas, Sas}, Ra, v (S32, S33, S35, Sas)>
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S S Si3 Sas S 14
S, | false false false false true
R, =S8, | false false false false true
Sys | false  false  false false true
Saa | Wisar Wasse Wisas Wasas true

where:

W, 41=“It is impossible to establish the connection”,

Wag, 2= “Sending request for LAN server by Internet access®,

W a4, 43 = “Sending information by VPN username, SSH public client key, PPP
are correct”,

W, 44= “Sending crypted data for client”.

The token xg that enters in place Sy, obtain characteristic
a' _n 5 \n
X cu <p r 1 X 0 > .

The token x_, that enters in place Sy3 obtain characteristic

o .
X = “Acknowledge for correct data”.

cu

The token xf; that enters in place S,4 obtain characteristic

g )
X = “Acknowledge for receive data”.

cu

Zs=<{S41, Sz6, Sas},{ Ss1, Ss2, Ss3, Sas}, Rs, V (Sa1, Sa6, Sas)>

| S5y Ss, Ssy S s

R, = S\, | false false false true
S, | false false  false true

Sus | Wassi Wissy Wyssy true

where:

Was, s1=“It is impossible to establish the connection”,
Was, 52 = “Send encrypted data”,

Was, 53= “Send confirming for receive data”.

300



The token xf; that enters in place Ss, obtain characteristic

a' 1"

_-n a a
Xew = <pr3x0,pr7x0 >
The token xf; that enters in place Ss; obtain characteristic

gmwn )
X = “Acknowledge for receive data”.

cu

Z6=<{S44, Sac}>{S61> S62, Sas }» Re, V (Sas, Sas)

| Sei Se S 46
R, =S, | false false true
Sic | Wiesr Waier true

where:
Was, 61 = “It is impossible to establish the connection”,
W e, 62= “Sending confirming for receive data”.

The token xf; that enters in place S¢, obtain characteristic

X = “Acknowledge for receive data”.

4 Conclusions

VPN technologies offer controlled services, which exceed the notion about the
traditional services. The virtual private networks ensure protected high speed
access to the common information resources of the all personnel of one compa-
ny or organization. But in their usage is very important to be given protections
for crypting, authorization, authenticity of the data. This technology guaranties
access to the information of the people, connected in VPN, from any place, in

any time.
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We hope that a collection of main contributions presented at the Workshop,
completed with many papers by leading experts who have not been able to
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