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of scientific events primarily focused on new developments in foundations and 
applications of intuitionistic fuzzy sets and generalized nets pioneered by 
Professor Krassimir T. Atanassov. Moreover, other topics related to broadly 
perceived representation and processing of uncertain and imprecise 
information and intelligent systems are discussed.
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Abstract

In big systems, such as social networks or data integration systems, a matter

of trust or reliability is significant when assesing the value of information

that one source is receiving from other sources. As it was disscused in a lit-

erature, the most natural way to model trust is to model it in a dual and grad-

ual form of trust and distrust degrees. Such duality can be represented in a

convienient way by a theory of Attanassov’s intuitionistic fuzzy sets (IFSs

theory) and this representation is discussed in the present article. Moreover,

the article deals with a problem of trust propagation and presents a new way

of propagation based on relative scalar cardinality of IFSs.

Keywords: Atanassov’s intuitionistic fuzzy sets, IFS, relative scalar cardi-

nality of IFS, trust networks, trust propagation.

1 Introduction

Gathering and integrating information from many outside sources, especially

through the Internet, has became a common method of acquiring and enhanc-

ing knowledge in today’s world. The value of this information depends on a level

of reliability of the source that provides the information. This reliability can be

objective (e.g. a source has a quality certificate ) or subjective (results from a

degree of trust that it was granted by others).
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M. Krawczak, Z. Nahorski E. Szmidt, S. Zadrożny, Eds.), IBS PAN - SRI PAS, Warsaw, 2009.



The first issue considered in this paper is how to model subjective trust degree

in a network in a convienient, flexible and realistic way. The second one is how

to propagate this trust along network. The latter question arises from the fact that

such networks are usually very big, so it is impossible for a source to express a

level of trust in all other sources. Instead, we are looking for a mechanism of trust

propagation that enables to compute trust in sources not connected directly.

In the following section we recall a definition of a trust network and briefly

describe some of the approaches to trust modelling, with special attention to IFS

model. Next we introduce a definition of relative scalar cardinality of IFS, and

explain how to use it to calculate trust propagation. At the end we present some

examples and conclusions.

2 Modelling of trust and distrust

We take under consideration a big network of connected sources, such as social

networks (e.g. facebook.com, epinions.com), auctions systems (e.g. ebay.com) or

integrating systems. Each source expresses its trust degree R(x, y) in some other

sources; a model of such a network is depicted on a Fig.1.

Figure 1: An example of trust network

Trust may be represented in many different ways:

• the simplest is a binar approach: 1 for trust, 0 for lack of trust; this is

however very restricted and not realistic;

• a gradual approach based e.g. on fuzzy sets - a trust degree is a value from

the interval [0,1], e.g. 0.9 - for ’trust somebody very much’ or 0.4 - ’rather
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not trust’; however, in this representation we don’t have possibility to ex-

press a lack of knowledge;

• dual approach which is of special interest of this paper; in the literature

we can find a probabilistic approach (e.g. [6]) or gradual approaches ([2],

[5], [8], [12]). The main idea of this approaches is that trust should always

be accompanied with distrust to avoid limitations of the previous model;

among others, this approach can be based on IFS theory.

A trust network where trust is modelled in a dual way, through trust and dis-

trust degrees, is formally defined as follows.

Definition 1 A trust network is a couple (A, R) such that A is a set of sources

and R is an A × A → [0, 1]2 mapping. For every x and y in A, we have

R(x, y) = (R+(x, y), R−(x, y))

where

• R(x, y) is called the trust score of x in y;

• R+(x, y) is called the trust degree of x in y;

• R−(x, y) is called the distrust degree of x in y.

The trust network can change dynamicly so the above definition applies to a

certain moment in time.

Let us now look closer at the representation proposed by De Cock et al. in

[2]. It was noticed that a suitable method to model trust in such dual form of both

trust and distrust degrees is IFS theory ([1]). An IFS E is a pair of fuzzy sets:

E = (A+, A−),

where A+ is a fuzzy set of elements that belong to E , and A− is a fuzzy set of

elements that do not belong to E . Moreover, in contrast with fuzzy set theory:

A− ⊂ (A+)c

where a complement of fuzzy set A is defined as ∀x∈A Ac(x) = 1−A(x). There-

fore, a value 1 − A+(x) − A−(x) reflects uncertainty or hesitation about mem-

bership of an element x in IFS E .

Similarly, in a trust network from Definition 1 R+(x, y) is modelled by fuzzy

set A+, R−(x, y) is modelled by fuzzy set A−, and a value 1 − R+(x, y) −

R−(x, y) is called a hesitation or uncertainty degree when specyfying trust and

distrust degrees. This model lets us thus express diverse cases like:
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• (0, 0) - represents total ignorance (lack of knowledge) about trust and dis-

trust; hesitation is maximal and equals 1;

• (0.5, 0.5) - there is as many evidence to trust someone as not to trust (a

situation of conflicting opinions); this is the case with a maximal entropy;

• (0.6, 0) - there is some evidence to trust someone, but we don’t have enough

knowledge to express it clearly; the missing knowledge (uncertainty, hesi-

tation) equals 0.4;

• (1, 0) and (0, 1) - represents full trust and full distrust, respectively; (as

already mentioned in [6], such situations practically never take place, as

people are not willing to trust someone without any doubts).

3 Relative scalar cardinality of IFS

To introduce the notion of relative scalar cardinality of IFS let us first recall some

necessary definitions.

Definition 2 (Scalar cardinality of fuzzy set, [11]). A function σ : X → [0,∞)
is a scalar cardinality of fuzzy set iff there exists a non-decreasing function f :
[0, 1] → [0, 1] such that f(0) = 0, f(1) = 1 and

∀A ∈ X : σ(A) =
∑

x∈supp(A)

f(A(x)).

Function f is called a cardinality pattern.

Definition 3 (Scalar cardinality of IFS, [7]). A scalar cardinality of IFS E =
(A+, A−) is σI : X → [0,∞)2 defined as follows

∀E ∈ X : σI(E) = [σ(A+), σ((A−)c)].

A scalar cardinality of IFS is thus an interval representing minimum and max-

imum number of elements that the set may contain. The lengh of this interval

corresponds to the uncertainty (hesitation) marigin of IFS’s elements.

Definition 4 (Relative scalar cardinality of fuzzy set). A relative scalar cardinal-

ity of fuzzy set A (relative to a fuzzy set B) is a number:

σ(A|B) =
σ(A ∩t B)

σ(B)
.
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A relative cardinality is a proportion of elements of fuzzy set A that are also ele-

ments of fuzzy set B. It is thus a number from the interval [0, 1]. The intersection

A ∩t B is defined as A(x)tB(x), where t is a triangular norm (a t-norm).

Similarily we define a relative scalar cardinality of IFS.

Definition 5 (Relative scalar cardinality of IFS). A relative scalar cardinality of

IFS E = (A+, A−) (relative to IFS F = (B+, B−)) is defined as:

σI(E|F) =
σI(E ∩t,s F)

σI(F)
.

The intersection E ∩t,s F is defined as (A+ ∩t B+, A− ∪s B−), where t is a

t-norm and s is a t-conorm.

Relative scalar cadinality of IFS is a proportion of two intervals. To compute

it correctly we have to take into account some of the properties of IFS and interval

arithmetic. It can be proved (see [10]) that the following theorem is true.

Theorem 1 A relative scalar cardinality of IFS E = (A+, A−) (relative to IFS

F = (B+, B−)) is an interval from [0, 1] defined as:

σI(E|F) =
[

min
(

σ(A+|B+), σ(A+|(B−)c)
)

,

max
(

σ((A−)c|(B−)c), σ((A−)c|B+)
)]

.

4 Relative scalar cardinality of IFS in trust propagation

The problem of trust propagation can be ilustrated by the simple network shown

on Fig. 2.

Figure 2: Trust propagation

In its simplest, atomic form, this problem can be formulated as follows: if

source a trusts source b to some degree and source b trusts source c to some degree,
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then how can we estimate a trust degree of a in c? In the paper we mentioned, [2],

three propagation operators were defined:

Prop1((t1, d1), (t2, d2)) = (t(t1, t2), t(t1, d2))

Prop2((t1, d1), (t2, d2)) = (s(t(t1, t2), t(d1, d2)), s(t(t1, d2), t(d1, t2)))

Prop3((t1, d1), (t2, d2)) = (t(t1, t2), t(1 − (d1), d2)).

In this paper we would like to consider a more complex case, ilustrated on

Fig.3, with more then one intermediate source. This case seems to be more realis-

tic when thinking about real networks with a lot of connections between sources.

Now we want to estimate a trust score of x in y knowing all trust scores of x in ai

and ai in y.

x

an

y

a1 ai . . . . . . a2

R(ai, y)

R(x, ai)

Figure 3: A model of trust network

The method that we propose resembles a behavior of a person that forms his

opinion about somebody by asking ”How many other people trust this person?”,

or ”How many people that I trust, trust this person?”

Adopting this idea to a network shown on Fig.3 we ask:

”How many sources trust y?” (Q1)

To be more certain about the answer (e.g. not to take into account opinions of

fraud sources) we may better ask:

”How many sources trusted by x trust y?” (Q2)

We construct two IFSs: ”sources trusted by x” and ”sources that trust y”.

Using notation from Fig.3. we define those sets as:
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• Sx : {
R(x,ai)

ai
|i = 1, ..., n} - a set of sources a1, ..., an trusted by x to a

degree R(x, a1), ..., R(x, an);

• Sy : {R(ai,y)
ai

|i = 1, ..., n} - a set of sources a1, ..., an that trust y to a degree

R(a1, y), ..., R(an, y).

Therefore, the question Q2 is in fact a question about relative scalar cardinality

of IFS:

σI(Sy|Sx) = [s, s].

It is an interval from [0, 1] showing the (approximate) proportion of number

of sources that trust y and are trusted by x to the number of all sources trusted by

x. This proportion is given by lower s and upper s bound. It was shown e.g. in

[3] that such interval representation is equivalent to IFS defined as (s, 1− s). The

trust score we are looking for is thus determined as:

R(x, y) = (s, 1 − s). (*)

Some further discussion, examples and properties of proposed method are the

subject of the next section.

5 Examples

Let us ilustrate the idea contained in previous section with a couple of the follow-

ing examples. All of them are based on t-norms:

• minimum: atb = a ∧ b

• algebraic: atab = a ∗ b

• Łukasiewicz: atŁb = 0 ∨ (a + b − 1)

and cardinality patterns:

• identity: fid(x) = x

• s-type:

fp,q(x) =







0, if x ≤ p,
x−p
q−p

, if x ∈ (p, q),

1, if x ≥ q
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Figure 4: Trust network - Example 1

Example 1

As depicted in Fig. 4, the source x expresses its trust in two sources: a1 and

a2. It partially trusts in a1 but has no knowledge about distrust degree, and it fully

trusts in a2. To estimate a trust score of x in y, x examines how many of its trusted

neighbours trust y:

σI

({

R(a1, y)

a1
,
R(a2, y)

a2

}

∣

∣

{

R(x, a1)

a1
,
R(x, a2)

a2

})

.

.

According to Theorem 1 and (*), a trust score

R(x, y) = (R+(x, y), R−(x, y)) is equal to:

R+(x, y) =

= min

(

σ

({

R+(a1, y)

a1
,
R+(a2, y)

a2

}

∣

∣

{

R+(x, a1)

a1
,
R+(x, a2)

a2

})

,

σ

({

R+(a1, y)

a1
,
R+(a2, y)

a2

}

∣

∣

{

R−(x, a1)

a1
,
R−(x, a2)

a2

}c))

R−(x, y) =

= 1 − max

(

σ

({

R−(a1, y)

a1
,
R−(a2, y)

a2

}c
∣

∣

{

R−(x, a1)

a1
,
R−(x, a2)

a2

}c)

,

σ

({

R−(a1, y)

a1
,
R−(a2, y)

a2

}c
∣

∣

{

R+(x, a1)

a1
,
R+(x, a2)

a2

}))
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We use an algebraic t-norm ta and a cardinality pattern f = fid. Then we get:

R+(x, y) = min

(

1ta0.5 + 0ta1

0.5 + 1
,
1ta1 + 0ta1

1 + 1

)

= min

(

0.5

1.5
,
1

2

)

= 0.33

R−(x, y) = 1 − max

(

1ta1 + 0ta1

1 + 1
,
1ta0.5 + 0ta1

0.5 + 1

)

= 1 − max

(

1

2
,
0.5

1.5

)

= 0.5

Thus R(x, y) = (0.33, 0.5). A source x is more willing not to trust y as a more

trusted source (a2) doesn’t trust it. A marigin of uncertainy was also propageted.

Example 2

Figure 5: Trust network - Example 2

Let us now consider the trust network depicted in Fig. 5. The source x par-

tially trusts in a1, fully trusts in a3 and rather doesn’t trust a2 but with some

hesitation. The values of trust score of x in y R(x, y) for different t-norms (

minimum, algebraic and Łukasiewicz) and cardinality patterns (fid and fp,q) are

gathered in a Table 1.
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Table 1: Example 2 - A value of trust score R(x, y)

f = fid f = fp,q

t = ∧ (0.63, 0.3) (0.44, 0.44)

t = ta (0.52, 0.39) (0.29, 0.52)

t = tŁ (0.4, 0.47) (0.22, 0.55)

As it can be seen in this example, by choosing different t-norms we can be

more or less restrictive when evaluating final trust score. Moreover, by using an

appropriate cardinality pattern we can eliminate an opinion of low-trusted sources

(in this case, a2), for example fraud sources that want to influance our opinion

dishonestly. After this elimination a trust degree R+(x, y) has decreased because

we now longer base our opinion on the opinion of source a2.

Example 3

Figure 6: Trust network - Example 3

This simple example ilustrates the case of longer chain of trust dependences

shown on Fig.6. Intuitively, the longer the chain, the smaller should be the final

trust score. Indeed, when using Łukasiewicz t-norm, we obtain such effect, as

shown in Table 2. For comparision, the table contains results also for other t-

norms and different cardinality patterns. For f = fp,q information about distrust

was not propagated as its value was too small.
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Table 2: Example 3 - A value of trust score R(x, y)

f = fid f = fp,q

t = ∧ (0.8, 0.0) (1.0, 0.0)

t = ta (0.8, 0.1) (0.64, 0.0)

t = tŁ (0.74, 0.11) (0.34, 0.0)

6 Conclusions

The method of trust propagation, proposed in this article, seems to be interesting

as it reflects human intuition about trust and trust propagation between people. We

concidered few different t-norms and cardinality pattern for calculating relative

scalar cardinality of IFSs used in this method. It seems that the simplest t-norm,

minimum, is too rigid to give interesting results, and that an algebraic t-norm

and Łukasiewicz t-norm are more appropriate. However, this method needs much

more attention and analysis.
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