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for evaluating the degree of attacked messages sent
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Abstract

A generalized net is presented in which sending, receiving and intercept-
ing processes between fixed points are described. For achieving higher
accuracy, the model uses intuitionistic fuzzy estimates of the messages
that are sent, attacked and received. An “independent observer” is de-
fined, collecting information about the running processes in the network
between the corresponding users, exchanging confidential messages, and
an intruder.

Keywords: cryptanalysis, cryptography, generalized nets, intuitionistic
fuzzy sets.

1 Introduction

The presented generalized net model (GN) [2,3,8] considers the degree of the
attacked encrypted messages transmitted over the public network.

The expansion of the Internet during the last decade has reached such a de-
gree, that it is considered a basic user technology. The increase of the attacks
and the threats with “dark™ purposes against the computer systems often raise
the problems about computer security, which become increasingly serious
[4,5,9] with the development of information technologies.

The general structure of a cryptographic system is considered, whose
processes are estimated by intuitionistic fuzzy estimates (IFE) [1]. Those IFEs
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help in finding optimal ways for running the actual processes of estimating the
attacked messages between two end points [5,6,7].

A given event running in a real-world system is reflected in the public net-
work by meeting the required conditions for activating the transition. The in-
formation that can be read without special efforts is termed plain text. The me-
thod of converting the plain text in a way to hide its content is termed encryp-
tion. The encryption is aims at information hiding from those who are not the
intended recipients. The process of conversion from encrypted text into its plain
appearance is termed decryption.

2 Generalized net model

Initially, the following tokens included in the GN are given:

— In the initial moment of the GN in position L74 there are tokens with
initial characteristic <0>, and the next characteristics are aggregated
through the GN — estimates for messages that have come immediately;

— In the initial moment of the GN in position L;,, there are tokens with
initial characteristic <0>, and the next characteristics are aggregated
through the GN — estimates for messages that have not come at all;

— In the initial moment of the GN in position L34 there are tokens with
initial characteristic <0>, and the next characteristics are aggregated
through the GN — estimates for messages that have come delayed;

— In the initial moment of the GN in position L4, there are tokens with in-
itial characteristic <0>, and the next characteristics are aggregated
through the GN — accumulation estimates for messages that have come
delayed;

— In position /;; enters the a;-token with initial characteristic “plain text”;

— In position L, there is the y;-token with initial characteristic “a pair —
public and private key of 4 and a public key for B — encryption;

— In position L4a enters the d,-token ¢ with initial characteristic ,,received
encrypted text”;

— In position Lsa enters the y,-token with initial characteristic ,,a pair —
public and private key of B and a public key for 4” — decryption;

— In position L¢s enters the f-token with initial characteristic ,,received
plain text”;

— In position Lga resides the y;-token ¢ with initial characteristic ,,a pair —
public and private key of 4 and a public key for B for deciphering the
messages”’;
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Figure 1: Scale for evaluating the degree of attacked messages
The set A of transitions of the GN is
A= {2\, 23, Z5, 24, Zs, Zs, 27, Zs},
where the transitions describe the following processes:

Z, — processes performed by the source 4,

Z, —processes performed by a cryptographic algorithm for encryption,
Z5 — encrypted messages sending processes,

Z4 — encrypted messages receiving processes,

Zs — processes performed by a cryptographic algorithm for decryption,
Zs — processes performed by the source B,

Z; — estimates for attacked messages,

Zg — attacks performed by C.



Also, initially at location L7, there is a token &, with initial characteristic
“<0 ,0>" for the independent observer

wik+m' vik+n'
k+1 ~ k+1

<,u[k+1,V1k+1 >=<

The current (k+17)-th event (for £>0) is estimated based on of the previous
events from the formula mentioned above, where <p’, V> is the previous
evaluation, and <m', n' > is the estimation of the latest message, for m', n' € [0,
11 and m' + n' < 1. The final estimation of the correctness of the information
exchanged on the basis of the previous and the latest events is

il = S.s vl = Sac 7l = S" scn
S S S

> >

where
S= SAB + S'ACB +S"ACB +SAC

S'is the number of all messages sent by 4;
Sag 1s the number of sent messages by A that have come to B without a delay for
time < ¢ that is, those are messages that are not intercepted by C;
Sac 1s the number of messages sent by A4 that are intercepted and interrupted by
G
S”acs 1s the number of messages sent by A that are intercepted by C and re-
ceived by B, but modified by C for time >¢;
t — a time constant determining delays
— Ifthe value of ¢ is < than the input constant, the received message is de-
clared unattacked;
— If the value of ¢ is > than the input constant, the received message is de-
clared attacked.

Also initially at place L;a there is a token & with initial characteristic
“<0,0>" for the user B.

- wik+m® vPik+n®
k+1  ° k+1

B B -
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The current (k+17)-th event (for £>0) is estimated based on of the previous
events from the formula mentioned above. Where </, /> is the previous
evaluation, and <m®, n®> is the estimation of the latest message, for m"°, n® €



[0,1] and m® + n® < I. The final estimation of the correctness of the information
exchanged on the basis of the previous and the latest events

where
— 1 n
Sl - SAB +S ACB+S ACB

S'is the number of all messages sent by 4;
S, is the number of all sent messages excluding those that have been interrupted,
that is, that have not come to B;
S4p 1s the number of the messages sent by 4 and received by B without delay
for time < ¢, that is, those are messages that have not been intercepted by C;
S’acs 1s the number of the messages sent by A4, intercepted by C and received by
B, but those are messages for which C has had no time to modify for time < ;
S”acs 1s the number of the messages sent by A4, intercepted by C and received
by B, but modified by C for time > t;
t — a time constant determining delays
— Ifthe value of 7 is < than the input constant, the received message is de-
clared unattacked;
— If the value of ¢ is > than the input constant, the received message is de-
clared attacked.

Also, initially at place La7; there is a token 6 with initial characteristic
“<0, 0> for the C.

U k+mS veik+n©
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The current set (k+1)-st for k>0 is estimated on the basis of the previous
sets from the formula mentioned above. Where <4, > is the previous eval-
uation, and <m®, n“> is the estimation of the latest message, for m€, n¢ e [0, 1]
and m“ + n® < 1. The final estimation of the correctness of the information ex-
changed on the basis of the previous and the latest events is

n '
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S S S
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where
S is the number of all messages sent by 4;



Sap 1s the number of the messages sent by 4 and received by B without delay
for time < ¢, that is, those are messages that have not been intercepted by C;
S’acs 1s the number of the messages sent by A4, intercepted by C and received by
B, but those are messages for which C has had no time to modify for time < ;
S”acs 1s the number of the messages sent by 4, intercepted by C and received
by B, but modified by C for time > t;
Sac is the number of messages sent by A that are intercepted and interrupted by
G
t — a time constant determining delays
— If the value of ¢ is < than the input constant, the received message is de-
clared unattacked;
— If the value of ¢ is > than the input constant, the received message is de-
clared attacked.

Also initially at place L7 there is a token 6, with initial characteristic
“<(0, 0>" for the user A.

uek+m* vik+n S

A A —
< U k+1,V ik >7 <
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The current (k+1)-st event (for £>0) is estimated based on of the previous
events from the formula mentioned above. Where <yAk, W\ is the previous
evaluation, and <m”®, n™> is the estimation of the latest message, for m*, n* €
[0, 1] and m* + n™ < 1. The final estimation of the correctness of the informa-
tion exchanged on the basis of the previous and the latest events.

A
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where

S'is the number of all messages sent by 4;

Sap 1s the number of the messages sent by 4 and received by B without delay
for time < ¢, that is, those are messages that have not been intercepted by C;

Spa is the number of the messages sent by B and received by 4 without delay
for time < ¢, that is, those are messages that have not been intercepted by C;
S’acp 1s the number of the messages sent by A4, intercepted by C and received by
B, but those are messages for which C has had no time to modify for time < #



S’sca 1s the number of the messages sent by B, intercepted by C and received by
A, but those are messages for which C has had no time to modify for time < ¢;
S”acs 1s the number of the messages sent by 4, intercepted by C and received
by B, but modified by C for time > t;

S”gca 1s the number of the messages sent by B, intercepted by C and received
by A4, but modified by C for time > ¢.

The transitions have the following description:
Zy=<{hy, Lia}, {ha Lin}, Ry, v (I, Lia) >

| 112 LIA
Ry= 1, | false true
L, VVIA,]Z lrue

where
Wia12 = “a text for encryption is received”.

The entering token a; from position /;; unites with the token a,, residing in
position L. The token a, from position L, splits into two identical tokens a,’
and a, 7, that enter the position L, and /},, respectively. After the transition the
token a,” from position /i, leaves out with the following current characteristic
“plain text for encryption”.

Zy =< {l, Loa}, {b1, Loat, Ro, v (o, Loa) >

| 121 LZA
Ry= [, | false true

L,, WZA’21 true

where
Wian1 = “the text is encrypted”.

The token a,” from position /;, enters the position L,, where it unites with
the token y; from the current position in token &; and obtains its new characteris-
tic “encrypted text” based on a cryptographic algorithm for encrypting. The
token ¢ from position L, splits into two same tokens ¢; " and ¢, ”, that enter posi-
tions L, U by, respectively. After the transition, the token from position /; does
not obtain any new characteristic.



Zy= < {lo, L34}, {I31, 32, I35, L34}, R3, v (I21, L34) >

| l31 132 133 L3A
Ry= 1, | false false false true
L, W3A,31 W3A,32 W3A,33 rue

where
W3a31 = “the sent message has not been attacked”,
Wias2 = ,the sent message has been attacked”,
Wiazz = Wiazt v Wiaz.

The token a,” from position /;, upon entering the position L34 unites with
the token J; and obtains its new characteristic “encrypted text for sending”. The
token 0, splits into two same tokens ;" and d;”. One of them remains in the

current position, and the other one enters the position /5, or 5,. The token /33
obtains a characteristic “the message is sent”.

Z4 =< {131, Zgl, L4A}, {141, 142, L4A}, R4, v (131, 181: L4A) >

| ) 41 ) ) L4A
2 l,, | false false true
o o | false  false true

Liy |\ Wiuss Wis true

where
Waa.41 = “an encrypted message is received”,

Waa 42 = “information about a received message is sent” .

The entering tokens from the positions /3; and /g, are added to the token o,
residing in position L4a, and get their new characteristic “received encrypted
text”. The token d, splits into two same tokens J,’ and d,”. One of them remains
in the current position, and the other one enters the position /;;. The token from
position /4, obtains a characteristic “a message is received”.

Zs= < {ly1, Lsa}, {Lsa, Isi}, Rs, v (l41, Lsa) >



The token d,” from position /,; enters the position Ls,, where it unites with
the token y, from the current position into the token &, and obtains its new cha-
racteristic “plain text” based on a cryptographic algorithm for decrypting. The
token ¢, from position L4, splits into two same tokens ¢, and ¢, ”, that enter the
positions Lsy u [5;, respectively. After the transition the token from position /s;
does not get new characteristic.

Ze= < {ls;, Lo}, { lsa, Ls1 }, Rs, My, v (151, L6s) >

| 161 L6A
Re= [, | false true

L, WM61 true

where
Weas = “the message text is received” .

The token &,” from position /s; enters the position Ly with a characteristic
“plain text”.

Z7= <{ b33, lyo, L1a, Loa, Lysa, Lyaad,{ Lyia, Loa, Lsa, Laaa } R, v (133, Lo, Ly,
Lyoa, Lyaa, L7aa)>

L71A L72A L73A L74A

Ly, | true true true true
l, | true true true true
w4 | true  false false false

L

L, | false true false false
L., | false false true false
L

a4 | false  false  false  true



The tokens entering position Ly, obtain characteristic “<m', n'>*, where
<m', n"> is the estimation of the established of the communication between the
user A4, user B and C.

When the message is received successfully, <m', n'> =<0, I> they obtain
those values.

When the message is received unsuccessfully, <m', n'>=<1, 0>.

In all other cases <m', n'> =<0, 0>.

The tokens entering position L4 obtain characteristic “<m®, nB>”, that 1s,
the estimation of the established of the communication between the user 4, user
Band C.

When the messages are received at B and there is a confirmation by 4, <m",
n*>=<0, I>.

When the messages are not received at B, but there is a confirmation by 4,
<mB, n®>=<1,0>.

In all other cases <m®, n®> =<0, 0>.

The tokens entering position L34 obtain characteristic “<mC, nC>”, where
m®, n® is the estimation of the established communication between the user 4,
user B and C.

When the message is successfully attacked, <m®, n%> =<0, I>.

When the messages are passed - unattacked, <m®, n“> =<1, 0>.

In all other cases <m®, n®> = <0, 0>.

C

Zs= < {l3, Lsa}, {ls1, Iso, Lsa }, Rs, v (32, Lga) >

| L, I, Ly,
Rs= 1, | false false true
Loy | Woast Wius true

where
Wisasi = “the attacked message is sent”,
Wsas, = “the attacked message is interrupted” .

The tokens received from positions /[ with characteristic ,,inter-
cepted/attacked message” enter the position Lgs, where depending on the cor-
responding performed attack, the message may remain in its current position,
may be modified or an entirely new message may be or a copy may be made.
The token entering position /s, gets a characteristic “sending an attacked mes-
sage”.
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3 Conclusions

The model allows for considering different stages of running the process of
information exchange, as well as its simulation and behaviour in the future.
A general structure for sending and receiving encrypted messages is considered,
using an independent party, collecting information about the processes running
in the network. This aids the problem solving in building security systems for
achieving a higher accuracy in determining the attacked messages, sent and
received over the network.
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